Watermark extraction by magnifying noise and applying global minimum decoder by Pan, Z et al.
Watermark Extraction 
by Magnifying Noise and Applying Global Minimum Decoder 
Zhigeng Pan
a,b?Li Lib, Mingmin Zhanga, and David Zhangc
a
State Key Lab of CAD&CG, zhejiang University, Hangzhou, 310027 
b
Hangzhou Dianzi University,Hangzhou 310018, P.R.China
c
Center for Multimedia Signal Processing and Department of Computing,Hong Kong 
Polytechnic University, Kowloon, Hong Kong 
(E-mail: lili@cad.zju.edu.cn)
Abstract
For the classical watermark embedment model
WII ??? , the corresponding watermark
detection has its limitation in its need of a fixed 
parameter for extracting watermarks. If the extraction 
parameter is too large, we cannot extract the
watermark from the image that contains watermarks;
if it is too small, the extracted watermarks may be
blurred. This paper proposes a novel watermark
extraction method. First, we treat the watermark
information as noise for the watermarked image in its 
spatial domain. We then magnify the noise before
detection. Next, we recover the watermark
information by adjusting the extracted data from the
frequency domain according to our global minimum
method. Experimental results show that our
watermark extraction method is more valid and
accurate than the classical method. It can greatly
reduce extraction errors. 
1. Introduction 
Using computer networks to transmit digital
multimedia content is undoubtedly a feasible and 
economical way. However, transmitting information
on computer networks is not secure at all – valuable
data can be easily stolen during transmission. Hence,
information security has become a critical issue in the
digital world. As a result, many digital watermarking
systems have been proposed for protecting a wide
array of multimedia contents, such as text, image,
graphics, video and audio, etc [1-4].
Research on the relationship between watermark
embedment and the robustness of watermarking
algorithms has obtained fruitful results [5-8].
There are also some research results on watermark
detection when watermarks are pseudo random
sequences [9-11].
It is interesting to note that there are relatively few 
papers that discuss about watermark extraction when
watermarks are meaningful characters or images.
Therefore, we present a novel watermark extraction
method for a blind watermarking algorithm based on
the frequency domain in this paper. First, we treat
watermark information as noise for the watermarked
image. We then magnify the noise before extracting
the watermark. Next, an approximation of the original
image is obtained by smoothing the watermarked
image. A comparison between the watermarked image
and the smoothed one is performed, where we
obtained the watermark noise. The watermark noise is
magnified before extracting. Then, we obtain the 
corresponding watermark information in the
frequency domain and adjust them according to our 
principle of global minimum, which is related to
watermark encoding. Finally, we present a new
method to decide whether the watermark is true or
false. Experimental results show that our watermark
extraction is effective and accurate enough to
decrease extraction errors. 
2. Conventional watermark extraction 
Generally, when watermarks are meaningful
characters or images, watermark embedment can be
classified into the following three models (except for
the quantization method)
iiii vwvv ???? ?? ,
' ??????????????(1)
Proceedings of the Third International Conference on Image and Graphics (ICIG’04) 
0-7695-2244-0/04 $20.00 © 2004 IEEE
Authorized licensed use limited to: Hong Kong Polytechnic University. Downloaded on March 29, 2009 at 22:20 from IEEE Xplore.  Restrictions apply.
)1(' iii wvv ???
iw
ii evv
??'
???????????????????(2)?
????????????????????????(3)
where denotes the frequency domain of the
original image, denotes the frequency domain of 
the watermarked image,  denotes watermark
information after being encoded to consist of digital
“0” and digital “1”, and
iv
'
iv
iw
? denotes the strength
parameter that is decided by the user. The
corresponding watermark extraction is usually taken
as in (4). 
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where ? denotes the extraction parameter that is 
usually the same to the strength parameter ? .
However, it is difficult to find an extraction
parameter that is suitable for any watermarked image
since the watermarked image needs different
extraction parameters to get a high quality recovered
watermark image when it is attacked. 
3. Our method in detail 
3.1 Watermark extraction
In this paper, we smoothed the watermarked image
and get a new approximated image  by a
de-noising method. Then,  minus  is 
considered as noise, where the watermark information
is contained. Finally, we magnify the noise and add it 
to and get a new image , which is treated as the
new watermarked image to be detected. The details
will be discussed in following sections.
A *A
AA *
*A
~
A
(a). Approximation by denoising the watermarked
image?
Suppose B is the corresponding frequency domain 
of the watermarked image , we smooth some
middle spectrum coefficients of 
A
B  and obtained
is the corresponding spatial domain of.*B *A .*B
(b). Magnify the noise of watermark
We can get the new watermarked image  by
~
A
?*)( **
~
AAAA ??? ????????    (8?
where ? is the magnifying weight.
3.2 Global minimum method for recovering
watermarks
We propose a new method to extract the watermark
without using an extraction parameter, thus avoiding
the extraction parameter problem mentioned above. In
this paper, watermarks are 64*64 binary images, the
total number of 0 is k and the total number of 1 is
(4,096-k). When the watermark information sequence
M is extracted, find k minimum in the sequence M and
turn them into 0. Then, make others into 1 and get the
recovered watermark information, where k can be
regarded as one part of the key.
4. Algorithm design
Our blind digital watermarking algorithm is based
on the FFT frequency domain. The original image is a 
color image with the size of 512*512. The watermark
image is a binary image with the size of 64*64. 
4.1 Embedding watermarks 
Take the Fourier Transform of the RGB
components of the original color image I, with a size 
of 512*512. Then, get the Fourier magnitude
matrixes and the angle matrix (i=1,2,3). If the
size of the original color image is larger than 512*512,
we only select one part of it with size of 512*512. The
watermark image is binary and every pixel is 0 or 1.
We take every pixel of the watermark image and get a
sequence of 0 and 1. The sequence is divided into
three groups and we can get  ( i ). The
total 0 in  is  (
iA iZ
iB
3,2
3,2,1?
iB iC ,1?i ).  is regarded
as the key. The following two steps describe the
details of embedding the watermark image.
iC
Step 1: Embed into some fixed positions of
 and get  (
iB
iiA D 3,2,1?i ). The watermark
embedment is taken as (9)
           (9)jjjj vwvv ???? ?? ,
'
where ij Bw ? , =0 or 1, is chosen datajw jv
Proceedings of the Third International Conference on Image and Graphics (ICIG’04) 
0-7695-2244-0/04 $20.00 © 2004 IEEE
Authorized licensed use limited to: Hong Kong Polytechnic University. Downloaded on March 29, 2009 at 22:20 from IEEE Xplore.  Restrictions apply.
from ( ). The strength
parameter
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Step2: Inverse the FFT transform to (angle
matrix is ) and get , which is the RGB
components of the watermarked image. So, we get the
watermarked image .
iD
i
4.2 Extracting watermarks
Step 1: Take the RGB components of the
watermarked image  and get , magnify the
noise of  and get using the method
mentioned in Section 2.1, where 
iA
iA
? =30.
Step 2: Make the Fourier Transform of  and 
get  ( i ). Find watermark information
from the corresponding positions of  and get the
sequence  ( i ). According to the key,
turn the C  minimum of into digital “0” and
turn others into digital “1” and get sequence
( i ).
iA
~
iB
,1
iB
iE
iF
?
Step 3: Let ={ } ( ). Turn into
64*64 blocks and get the recovered watermark image
.
3,2,1? F
~
W
Step 4: Compute the correlation data r  between
the original watermark image A and the recovered
watermark image B. If is above 0.6, we can
conclude that the watermark image and the recovered
watermark image are basically coherent. 
5. Experimental results 
We have performed different attacks in our
experiment. The attacks include cutting, erasing,
adding noise, modifying color, modifying, translation,
filtering and template attacks.
Fig.1 shows the original image and the watermark
image. Figs. 2-3 show the comparative results
obtained by general watermark extraction and our
watermark extraction. It is obvious that our method
can greatly reduce extraction errors. Table I gives
some comparative parameters for the recovered
watermark images using the two extraction methods.
Two decision parameters are also given in Table 1,
which gives comparative results for the recovered
watermark images using the two extraction methods.
R1 are the correlation data between the extracted
watermark images that are obtained by the classical
method and the original watermark image. R2 are the
correlation data between the extracted watermark
images that are obtained by our method and the
original watermark image.. Experimental results
prove that our watermark extraction can enhance the
accuracy of extracting watermark.
(a)                              (b)
Fig.1. The testing images used in our 
experiments. (a) The original image; (b) The 
watermark image. 
(a)                              (b)
(c)                               (d)
Fig. 2. Attacked I: cutting the watermarked
image. (a) Watermarked image; (b) Result of 
classical method; (c) Magnify the noise; (d) 
Result of our method. 
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(a)                               (b)
(c)                               (d)
Fig. 3. Attacked I: cutting the watermarked
image. (a) Watermarked image; (b) Result of 
classical method; (c) Magnify the noise; (d) 
Result of our method. 
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